
MAIN FEATURES

EveryWAN Remote Support - an integral part of the 
EveryWAN solution - is a desktop PC application providing 
helpdesk staff with an ideal and unparalleled solution for 
real-time, remote user assistance and troubleshooting on 
any connected device, that they have virtually "in their 
hands" : 

• Display list of all connected devices with one or more 
EveryWAN MobilityManager server(s). Support of secure 
https connection and proxy servers.
• Display system information: device model, OS level, IMEI 
and serial#, memory and battery status, connectivity, etc. 
• RealTime task manager: display/activate/kill running 
processes and applications, device reboot

• Remote file transfer: bidirectional secure  and compressed 
file transfer between device and a central file server.
• Batch remote install: download and install programs and 
updates to one or more connected mobile devices
• Registry keys editor, enabling remote settings of any 
mobile programs/ hardware running on the device.
• Real-time device screen remote control: full color or 
shades-of-gray option to optimize response time over low 
bandwidth cellular networks
• Skin support: includes sets of predefined skins for the 
leading PDAs & Smartphones on the market as well as skin 
editor to add new device models with mapping of physical 
device keys
• Live annotations using a "shared whiteboard" between 
end-user and support staff    
• VoIP-based  voice communications between end-user and 
support staff, regardless of the type of connection (e.g., 
LAN, WiFi, GPRS, EDGE, UMTS)

The Real-Time solution for  supporting 
your field forces and reducing
Helpdesk costs of your Windows 
Mobile/CE devices

MAIN FEATURES

The optional EveryWAN SecureDevice module provides 
advanced Mobile Data Protection and a secure management 
of your Windows Mobile devices. Key features are :

• Integrated Public Key Infrastructure allowing mutual 
strong authentication between all mobile devices and the 
EveryWAN server based on  X509 v3 certificates

• Initial provisioning and device/server authentication 
over-the-air: the X509 certificate of a new device can be 
activated securely by the EveryWAN server thanks to a 
"one-time Strong ID" which is transmitted by the IT 
administrator to the mobile end-users by phone, e-mail or 
SMS. Such procedure guarantees that the "certificate signing 
request" comes from a valid mobile device and an 
authorized user as declared in the EveryWAN central 
repository or corporate ActiveDirectory.

• Lightweight SSL-based mobile VPN: once the 
authentication is achieved, EveryWAN SecureDevice ensures 
an AES-encryption of all wireless-data transmission within 
each and every tunnel defined in the EveryWAN server.

• AES encryption of handheld device data in local 
directories/files, PIM data (e.g., E-mails with attachments, 
tasks, contacts, agenda) and/or files stored on removable 
storage card.

• On-the-fly and on-demand data decryption, applied at 
"process" level -vs file/folder-, providing optimal 
performance, e.g. first decryption of the E-mail 
subject/headers, and then the core of the E-mail selected. 

• User authentication on the mobile device: user-defined 
PIN code is used to unlock the mobile device after reboot or 
wake-up.

• PIN code recovery: should a PIN code be forgotten or the 
mobile device be locked after 3 failed attempts, the IT 
administrator can transmit a recovery code to the mobile 
end-user thanks to a per-device recovery key stored within 
the EveryWAN server.

• Remote Wipe : upon notification of a mobile device being 
lost or theft, the IT administrator can remotely wipe-out all 
data on the device and removable storage card.

For completely secure deployment, 
management and use of your Windows 
Mobile devices
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